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XPrivacy s&J& T Xposed HEZLIBSFAE FE T H, B 74 4: The ultimate, yet easy to use,
privacy manager for Android. HIEAGHE K& AHIGSCRY:  https://github.com/M66B/XPrivacy .

http://www.kanxue.com/bbs/showthread.php?t=181561 %~ i | Xposed HEZE SZH 1) 3 A JFL FE
7E 53 M Xposed HEZEHIHERY |, CiEE %t XPrivacy 3E4T 207 .

7t XposedBridge.main B % 1, 5 BCXF BT 7% 2 hook [ R M ER S, WH T
loadModules(String) s %%, W FARALHTIR

1. if (startClassName == null) {

2. // Initializations for Zygote
3. initxXbridgezygote();
4. }

5. loadModules(startClassName);

loadModules B %%} 451~ 3T- Xposed HEZE (#5814 F loadModule(String, String)exi%i, %
BRSSO ASEER R INAR TAE . AW e W L B% 2 HT 7E XposedBridge H 58 /i 7 ML IR T4 .
loadModule e& & FAAS U T

1. private static void loadModule(String apk, String startClassName) {

Zo  ocooooo

3. ClassLoader mcl = new PathClassLoader(apk, BOOTCLASSLOADER);

4. InputStream is = mcl.getResourceAsStream("assets/xposed_init");

5  ocoooo00

6. BufferedReader moduleClassesReader = new BufferedReader(new InputStreamReader(is));
7o try {

8. String moduleClassName;

9. while ((moduleClassName = moduleClassesReader.readLine()) != null) {
10. moduleClassName = moduleClassName.trim();

e, 55000

12. try {

4%, Gooo0o0o0

14. Class<?> moduleClass = mcl.loadClass(moduleClassName);

15. // call the init(String) method of the module

16. final Object moduleInstance = moduleClass.newInstance();

17. if (startClassName == null) {



https://github.com/M66B/XPrivacy
http://www.kanxue.com/bbs/showthread.php?t=181561

18. if (moduleInstance instanceof IXposedHookZygoteInit) {

19. IXposedHookZygoteInit.StartupParam param = new

IXposedHookZygoteInit.StartupParam();

20. param.modulePath = apk;

21. ((IXposedHookZygoteInit) moduleInstance).initZygote(param);

22. }

23. if (moduleInstance instanceof IXposedHookLoadPackage)

24. hookLoadPackage (new IXposedHookLoadPackage.Wrapper ((IXposedHookLoadPackage) moduleInstance));

25. ...

26. }

27. el

28. }

S apk B APK S (19 ER 4%, AL apk 18 Jy/data/app/biz.bokhorst.xprivacy-1.apk:
startClassName AT 3 sh25 4 FK, 24)335h Zygote i, A null. 55 3 /73RBS n# 2,
A AT ONR,  HehAE NS 3l "assets/xposed_init", 1% #4215 1) i SCEED A XPrivacy Y5
i assets/xposed_init, SO A G 2T EHATVIGAL RIS, XS T XPrivacy Sk, %A
biz.bokhorst.xprivacy.XPrivacy . % 6-10 47 3k U XPrivacy # w X W ¥ @tk K 4, A
biz.bokhorst.xprivacy. XPrivacy. 14-16 17 IN#iZEIF L0k, 18-24 1755 HIARHRE 1% S48 1) 2 51
PATHIN F#1E, BT biz.bokhorst.xprivacy. XPrivacy 255281 T IXposedHookLoadPackage #!1
IXposedHookZygotelnit , 1 o VA 71 B S = 1 NSO < 9 O T A VA (S
biz.bokhorst.xprivacy.XPrivacy fIZRE < R UK 1 Fiar.

XCallback Param
+PRIORITY_DEFAULT : int = 50 +callbacks : TreeSet<? extends XCallback>
+PRIORITY_LOWEST : int = -10000 +extra : Bundle

+PRIORITY_HIGHEST : int = 10000 #Parami)

+priority :int #Param(TreeSet)

+XCallback() +getObjectExtra(String) : Object
+XCallback{int) [ setObjectExtralString, Object) : void
[#call(Param) : void

+callAll(Param) : void

<<Interface>> Unhook XC_LoadPackage LoadPackageParam
IXposedMod +getCallback() : XC_LoadPackage €71 +XC_LoadPackage() e P  String
S A +unhook() : void +XC_LoadPackage(int) +processName : String
itcall(Param) : void +classLoader : ClassLoader
+handlel oadPackage(loadPackageParam) ; void +applnfo : Applicationinfo
+isFirstApplication : bookean
+LoadPackageParam(TreeSet)
StartupParam | —f} <<Interface>> [ Wrapper
+modulePath : String ¢ ackage -instance : IXposedHookLoadPackage
+nitZygote(StartupParam) : void +handleL oadPackage(LoadPackageParam) : void Wrapper([XposedHookLoadPackage)
A A +handleLoadPackage(LoadPackageParam) : void
XPrivacy

-hook(XHook) : void
-hook{XHaook, ClassLoader) : void
-hookAll{List) : void

-hookAll(List, ClassLoader) : vold

1 biz.bokhorst.xprivacy.XPrivacy &3¢ &




19-20 47 524514k, IXposedHookZygotelnit.StartupParam 31 modulePath £ &2 it {& >~ XPrivacy
Bt APK BIE842. 21 TR H initZygote BRi%L58 % Zygote 5 AT A K%L hook HIALEE. #FH
XPrivacy [ initZygote RS A B, %K EHH T hookAll(List<XHook>) & %5 5¢ B 6 £ hook ff]
b, —JLE A T 33 ¥k hookAll eR%k, Z3#ISEEL 7 X} AccountManager. ActivityManager .
SmsManager 2 Android & 4t 25 7 b8 $1) hook .

1. public void initzygote(StartupParam startupParam) throws Throwable {

3. // Account manager

4. hookAll(XAccountManager.getInstances());
5. // Activity manager

6. hookAll(XActivityManager.getInstances());
7o  ocooooo

8. // SMS manager

9. hookAll(XSmsManager.getInstances());

10. // Intent send

11. hookAll(XActivity.getInstances());

12. }

LAX} android.telephony.SmsManager 25 1] hook 91347 73471, SmsManager 71 53 % %545 I #4E,
"] % #  http://developer.android.com/reference/android/telephony/SmsManager.html
hookAll(List<XHook>) e ZA RS 4 T -

1. private static void hookAll(List<XHook> listHook) {

2. for (XHook hook : listHook)
3. hook (hook) ;
4. }

%R 20k 7728 listHook, X listHook H4:4™ a7 i I hook(XHook) %45, hook(XHook) ki % 5
22> 1 hook(XHook, ClassLoader)efi %, TE4kLE T % REZ /T, 5504 XSmsManager 2.
XSmsManager 5S¢ R WKl 2 Fios.

XSmsManager H1i& 3 T #zi¢ Methods, 7£fi# 1 AI LLEAT hook F k%44, i FARRE = .

1. private enum Methods {

2. getAllMessagesFromIcc, sendDataMessage, sendMultipartTextMessage, sendTextMessage



http://developer.android.com/reference/android/telephony/SmsManager.html

-mRastrictionMName : String

-mMethod Name : String

-mSpecifiar : String

-mSdk  int

#XHook{restrictionName | String, method Name : String, specifier : String)
#XHook{restrictionName | String, methodName : String, specifier : String, sdk : int)
#after(param : MethodHookParam) © void

#hbefore(param : MethodHookParam) : void

#errorimessage ! String) : void

+getClassiiame(] : String

+getMethodName() : Sting
#getRestricted(context | Context, uid : int, usage : boolean) | boolean
#getRestricted(context | Context, uid : int, methodMame : String, usage : boolean) | boolean
+getRestrictionMame() : String

+getSdk() : int

-getSpecifier() : Sting

Finfolmessage : String) : void

HisRestricted (param : MethodHookParamy) : booclean

HisRestricted {param : MethodHook Param, methodMName : String) : boolean
+isVisible() : boolean

Fwarningimessage : String) : void

<<enumeration>> ~ XSmsManager
Mathods -mMethod : Methods
getAllMessagesFromlce -X3mshManagermethod : Methods, restictionName : String)
sendDataMessage +getClassName() : String
sendMultipartTextMessage +gatinstance() : List
sendTexthessage #hefore(param : MethodHook Param) @ void
#after|param : MethodHook Param) : void

&l 2 XSmsManager 2K £

XPrivacy sSZHL T XF getAllMessagesFromicc, sendDataMessage, sendMultipartTextMessage,
sendTextMessage BRI %) hook. ZFIEMI+E, getAllMessagesFromicc 7£ Google & J7 ) APl SC#Y
o A o=®m , @#H O £ KW OB o+ X M L fF
http://grepcode.com/file/repository.grepcode.com/java/ext/com.google.android/android/4.0.4_r2.1/
android/telephony/SmsManager.java#SmsManager.getAllMessagesFromlcc%28%29 , 1My H i & 4
public F17772:.

getinstances PR iR H5 Lk 1 4 A J7ik52414k XSmsManager X %, 3£ i1 2 listHook 1,
IR [A] listHook. QAL :

1. public static List<XHook> getInstances() {

2. List<XHook> listHook = new ArrayList<XHook>();

3. listHook.add(new XSmsManager(Methods.getAllMessagesFromIcc, PrivacyManager.cMessages));
4. listHook.add(new XSmsManager(Methods.sendDataMessage, PrivacyManager.cCalling));

5o listHook.add(new XSmsManager(Methods.sendMultipartTextMessage, PrivacyManager.cCalling));
6. listHook.add(new XSmsManager(Methods.sendTextMessage, PrivacyManager.cCalling));

7. return listHook;



http://grepcode.com/file/repository.grepcode.com/java/ext/com.google.android/android/4.0.4_r2.1/android/telephony/SmsManager.java#SmsManager.getAllMessagesFromIcc%28%29
http://grepcode.com/file/repository.grepcode.com/java/ext/com.google.android/android/4.0.4_r2.1/android/telephony/SmsManager.java#SmsManager.getAllMessagesFromIcc%28%29

PUAELEFRAI 191 51 XPrivacy 1) hook(XHook, ClassLoader) g %5+ , 1% % £k 5¢ i hook & %5 (17
M AR, RIS

1. private static void hook(final XHook hook, ClassLoader classlLoader) {

2. // Check SDK version

3. if (Build.VERSION.SDK_INT < hook.getSdk())

4. return;

5. try {

6. // Create hook method

7. XC_MethodHook methodHook = new XC_MethodHook() {
8. @Override

9. protected void beforeHookedMethod(MethodHookParam param) throws Throwable {
i@  ocooooo

11. if (Process.myuUid() <= 0)

12. return;

13. hook.before(param);

4. ...

15. }

16. @Override

17. protected void afterHookedMethod(MethodHookParam param) throws Throwable {
18. if (!param.hasThrowable())

19  cooooo

20. if (Process.myUid() <= 0)

21. return;

22. hook.after(param);

28,  oooooo

24. }

25. }s

26. // Find class




27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45,

46.

47.

48.

49.

50.

51.

52.

Class<?> hookClass = findClass(hook.getClassName(), classLoader);

if (hookClass == null) {

return;

// Add hook

Set<XC_MethodHook.Unhook> hookSet = new HashSet<XC_MethodHook.Unhook>();

if (hook.getMethodName() == null) {

for (Constructor<?> constructor : hookClass.getDeclaredConstructors())

if (Modifier.isPublic(constructor.getModifiers()) ?

hook.isVisible() : !hook.isVisible())

hookSet.add(XposedBridge.hookMethod(constructor, methodHook));

} else

for (Method method : hookClass.getDeclaredMethods())

if (method.getName().equals(hook.getMethodName())

&% (Modifier.isPublic(method.getModifiers()) ?

hook.isVisible() : !hook.isVisible()))

hookSet.add(XposedBridge.hookMethod(method, methodHook));

// Check if found

if (hookSet.isEmpty()) {

return;

55 3ATALI 2 BT AZ AT 7% 1) SDK A, 251K T hook o8 %5 7 B ) SDK e A< I EL 4% 3% (1]




7-25 4752614k XC_MethodHook 2%, 3523 beforeHookedMethod #1 afterHookedMehtod 757, iX
P R0y AITERE hook ¥R 2R 2 AT I Z J5 I FH . 7E beforeHookedMethod H & S A 75 24
RUHEREAT uid, <=0 NER[E], 75 0038 F 2% hook f¥) before 6 %i; 7£ afterHookedMethod -,
T ek A2 AR after BRECH 2 AT SA S EMH, SAEX YRR vid 3T S, &5
F1 2% hook (1) after p&i%t. 24 hook ] before F11 after B4 X £x7F 5 4: % XSmsManager
SN AR S A . 27-31 ATH A 75 2 hook IR BT E IR & BARAE, & AEAENIIR [H] . 33-42
1T H 75 2L hook 11 bR %k DL 6F B (1) A BE R B3 AT VEME,  tHat & A XposedBridge.hookMethod
¥ H 5 E] XposedBridge. hookedMethodCallbacks M54 # ', Hi XposedBridge 4t — 1 5145 HE
hook bR %t f2 HGE BRI AL R R . AEEATI M 2 JT, 2%F 7522 hook 1) R i i — Seka 25 T4,
(e

o R MIEREL

*  hook EREIAEMZE b I AR AE L TV

o JET/ public;
A4-47 TR A 2 15 N T 75 hook B4, 4n R hookSet Jy7%, WISEHILEVE MA@ .

IR T hook ERELIITEMLAE, L SmsManager 21, 4k 457 H: before Al after
BRI EIIAT TR . before BRET AL T

1. protected void before(MethodHookParam param) throws Throwable {
2. if (mMethod == Methods.sendDataMessage || mMethod == Methods.sendMultipartTextMessage || mMethod

== Methods.sendTextMessage)

o if (isRestricted(param))
4. param.setResult(null);
5. %}

24T E IR R R %, 7E before %, getAllMessagesFromlice % HEATAHSCALEE . 56 3
17 ¥ H isRetricted(MethodHookParam) | Wr p& %t 2 7 #f X B N 7 Z  hook .

isRetricted(MethodHookParam) #% & % i H isRetricted(MethodHookParam , String) ,

isRetricted(MethodHookParam, String) & £ A% T -

1. protected boolean isRestricted(MethodHookParam param, String methodName) throws Throwable {

28 int uid = Binder.getCallingUid();
3. return PrivacyManager.getRestricted(this, null, uid, mRestrictionName, methodName, true, true);
4. }

55 2 47 3RECR A 3 Y uid, 2R )5 1] PrivacyManager 25 getRestricted(final XHook hook, Context
context, int uid, String restrictionName,String methodName, boolean usage, boolean useCache) % %%,

HA AR, A T R A 25 I 15 7 23T hook 124, 4% T A,

1. // Check if restricted




10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

boolean fallback = true;

boolean restricted = false;

if (context != null)

try{

// Get content resolver

ContentResolver contentResolver = context.getContentResolver();

// Query restriction

Cursor cursor = contentResolver.query(PrivacyProvider.URI_RESTRICTION, null,

restrictionName, new String[] { Integer.toString(uid), Boolean.toString(usage), methodName },

null);

// Get restriction

if (cursor.moveToNext()) {

restricted = Boolean.parseBoolean(cursor.getString(cursor

.getColumnIndex(PrivacyProvider.COL_RESTRICTED)));

fallback = false;

} else {

} finally {

cursor.close();

// Send usage data async

sendUsageData(hook, context);

// Add to cache

synchronized (mRestrictionCache) {




30. if (mRestrictionCache.containsKey(keyCache))

31. mRestrictionCache.remove(keyCache);

32. mRestrictionCache.put(keyCache, new CRestriction(restricted));
33. }

34, ...,

35. return restricted;

5 7-10 173KHL ContentResolver, F¥%} Uri J content://biz.bokhorst.xprivacy.provider/restriction
AT EWHEE . 1% contentResolver.query(...) <> 1 i PrivacyProvider & %51 query J7i%.
PrivacyProvider & —1~ Content Provider 2114, 75 %S query BRI 3. J5 £211) 70 HT 4 T- XPrivacy
I H ¥ shared_prefs H 3% T 1 SCfF4% 3K, RS PrivacyProvider 247 70 A (A i dL ! )
PrivacyProvider ] onCreate p&%(f0H5 401 R

1. public boolean onCreate() {

2. try {

3. writeMetaData();

4. convertRestrictions();
5. convertSettings();

6. fixFilePermissions();
7. } catch (Throwable ex) {
8. Util.bug(null, ex);

9. }

10. return true;

11. }

writeMetaData EIE - G assets/meta.xml x 5 AN 7
/data/data/biz.bokhorst.xprivacy/meta.xml SC {1 o Jf % B v 4 J5 AT 5L . meta.xml ST A AF fif
restriction 18, T #E4T hook HIER%L, #i hook FER % FE ZEHIRLIR DL S SDK FRA S, FEAHE
R

1. <Meta>

2. <Hook restriction="accounts" method="addOnAccountsUpdatedListener"

permissions="GET_ACCOUNTS" sdk="14" />




3. <Hook restriction="accounts" method="blockingGetAuthToken" permissions="USE_CREDENTIALS"
sdk="14" />

4. ...

8o <Hook restriction="browser" method="BrowserProvider"
permissions="READ_HISTORY_BOOKMARKS,GLOBAL_SEARCH" sdk="14" />

®  cooooo

7. </Meta>

convertRestrictions B& % fi# 4T shared_perfs/biz.bokhorst.xprivacy.provider.xml 14, ¥t
gk B E A7 i 31 shared_perfs/biz.bokhorst.xprivacy.provider.<uid>.xml 324457 AR PEAAL AL PR 2
%, shared_perfs/biz.bokhorst.xprivacy.provider.xml SCA4:FF 87 1% & A7l 14N 87 FHRE o PR /1) 4]
FHLL LT, ME RS RN B AL R, XPrivacy NiZ 75 hook (k4. AitfEwd T
XPrivacy 5 Ji5 /5, shared_perfs H 3% T 3% biz.bokhorst.xprivacy.provider.xml SC {4, FrLALL TR
RIS ZHAT

XPrivacy #& (XA B FH 3EAT 4R B2 1 U7 il i i i B, AE 32 FR i b S AR T AR,
BENGE S, 0] DA B0 MR 8 ) () U 1) AT 4], [R) B PERRAN 28 0] R 38 W DAIE FEx i 4
JHER A TR, W 3 o, WEGEE, AE shared_perfs H < KL 7 —14
biz.bokhorst.xprivacy.provider.10051.xml 14, 10051 & Google+ s FH £) uid . 245 FA I ¥ &,

1. if (source.exists() && !backup.exists()) {

Zo  ocooooo

3. SharedPreferences prefs = getContext().getSharedPreferences(PREF_RESTRICTION,
Context.MODE_WORLD_READABLE) ;

4. for (String key : prefs.getAll().keySet()) {

50 String[] component = key.split("\\.");

6. if (key.startsWith(COL_RESTRICTED)) {

7o String restrictionName = component[1];

8. String value = prefs.getString(key, null);

9. List<String> listRestriction = new ArraylList<String>(Arrays.asList(value.split(",")));

10. listRestriction.remove(9);

11. for (String uid : listRestriction)

12. updateRestriction(Integer.parseInt(uid), restrictionName, null, false);

13. } else if (key.startsWith(COL_METHOD)) {

14. int uid = Integer.parselInt(component[1]);

10



15. String restrictionName = component[2];

16. String methodName = component[3];

17. boolean value = prefs.getBoolean(key, false);

18. updateRestriction(uid, restrictionName, methodName, value);
19. } else

Xds  aooooo

21. }

2R E 3 BN 2. biz.bokhorst.xprivacy.provider.<uids.xml U4 TGRS N
7 & E 31T hook [y AL #EE, name {H A M 2&, 4 %l & Restricated.<category> Fll
Method.<category>.<method>. }:7" Restricated.<category># 7~} category i) /732134 hook,
category X 75 ft J& HJ 3K A, tHomk 2 3 & & /8 K Accounts, Browser %5 %% ;
Method.<category>.<method>3& 7~ A~ 75 2 hook 1757, method J& A~ 75 ZL1E4T hook Ab 3 1) e %1
& (LL BB % T ovalue=true FUTE ). B 4 FIRTE calling X AKG R, B
sendMultipartTextMessage LA % sendDataMessage 2 b bf 50 #0 2 3E 17 hook . H AR H
biz.bokhorst.xprivacy.providerxml % # , H & {5 A W B R
biz.bokhorst.xprivacy.provider.10051.xml SCAF N 20T ERACRSZEAT 404, 3= 2 AR 2 A
updateRestriction B& £ HE vid 20K hook FEIIS A 2 biz.bokhorst.xprivacy.provider.<uid>.xml
A

NEDN= * AEOD=
'XPrivacy ? . biz.bokhorst.xprivacy.pro... [% SIZE
k?xml version="1.0' encoding="utf-8'
@ 10051 Google+ standalone="yes' 7>

8+ @) 4.2.3.56611484

com.google.android.apps.plus name="Method.calling.sendMultipartTextMessage”

value="true" />

<boolean
name="Method.calling.sendDataMessage”
value="true" />

<boolean name="Restricted.calling" value="true" />
v (i) Browser (bookmarks/history) M </map>

Check to restrict:

v @. (Google, Facebaok, etc) |

v @ Calendar

~ @ Calling (phone, SMS, MMS) 4
android.intent. action.CALL Cdd
sendDataMessage M|

sendMultipartTextMessage

................. g

B 3 X} Google+idEAT (11 il 25 il 152 B K| 4  biz.bokhorst.xprivacy.provider.10051.xml

Yk 232[n] 21| PrivacyProvider [¥] onCreate PR, 25 5 171 convertSettings pR%, 1%pR%L
AR T

1. private void convertSettings() throws IOException {

11



10.

11.

12.

13.

SharedPreferences prefs = getContext().getSharedPreferences(PREF_SETTINGS,

Context.MODE_WORLD_READABLE) ;

SharedPreferences.Editor editor = prefs.edit();

for (String key : prefs.getAll().keySet())

try {

String value = prefs.getString(key, null);

if (PrivacyManager.cValueRandomLegacy.equals(value))

editor.putString(key, PrivacyManager.cValueRandom);

} catch (Throwable ex) {

editor.apply();

setPrefFileReadable(PREF_SETTINGS);

convertSettings B %% - E Th At £ 5 H shared_prefs/biz.bokhorst.xprivacy.provider.settings.xml <
4, ¥ H rh"\nRandom\n" 7 A £ # Ny "#Random#" . £E XPrivacy = 741 57 Settings 7] A%
BEREHNENFEFR, WE 5 Fax, mid K GEESKRAFE D

biz.bokhorst.xprivacy.provider.settings.xml S/ . X 2615 BHE{ELS XPrivacy, TR

JSLFHRE R DG 8

Ne

. XPrivacy

B XPrivacy

Category: All
Randomize
- Nozg Serial# (] |DEFACE

Check to restrict:

= » 1UULY Ol
lwl - § Engine

Latitude = -105

Longitude ™ 105.667

Fetch restrictions Sl

Pro version DEFA:CE:DE
MAC address f FA:CE

Report issue

IP address 0.0.0.0

Switch theme IMEI 0000000000C

DEFACE

(WLIOR  Template Phone number

DEFACE

; Android 1D
Settings

GSFID DEFACE

| About

& 5  XPrivacy Settings

75 HoAth

onCreate pf #% %% 6 47 i H fixFilePermissions ¥ shared_prefs H ¢ F DA
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biz.bokhorst.xprivacy.provider 73k ] xml % =X SC {47 i) A FR 15 B R4 7 vT 132, {H /& *.usage.*.xml

SCAFRRAE, SREEARS AT .

1. if (file.getName().startsWith("biz.bokhorst.xprivacy.provider.") &&

file.getName().endsWith(".xml") && !file.getName().contains(".usage."))

2. file.setReadable(true, false);

*.usage.* xml CAFAEAiE 7 R FH AL I RS 2 AP IS 1R DL K, BAR sk 4 , FE AR+ X & 6
Fi7s o ££ XPrivacy = 5[ £ il Usage, i IF) A 25 R A IX £ usage SO A AT IR, Wil 7 B

7o

Na
biz.bokhorstxprivacy.pro... IQ

<?xml version='1.0' encoding="utf-8'
standalone='yes' ?>

<map>

<string
name="Used.10075.getDeviceld">1385020695736:f
alse</string>

<string
name="Used.10023.getNetworkOperator'>1385021
085467:false</string>

<string
name="Used.1000.TelephonyProvider">1385011516
596:false</string>

<string
name="Used.10082.getNetworkType">1385021120
854:true</string>

<string
name="Used.10027.getSimOperator">13850134801
12:false</string>

<string
name="Used.10023.getDeviceld">1385013477279:f
alse</string>

<string
name="Used.10008.listen">1385011542193:false</
string>

<string
name="Used.10066.getNetworkCountrylso">138501
8003710:false</string>

K6 +usage.phone.xml Z 4y 75

(% -

. XPrivacy

16:04:20 || 10074 storage/getExternalStorageState
16:04:20 [ © 10082 phone/getNetworkType
16:04:14 [ 10082 internet/isConnectedOrConnecting
16:04:14 B 10082 internet/isConnected

16:.04:14 [N 10082 internet/getState

16:04:14 [ 10082 internet/getDetailedState
16:04:14 (4 10082 internet/getActiveNetworkinfo
16:04:10 & 10023 location/isProviderEnabled
16:04:10 ¥ @ 10082 messages/SmsProvider
16:04:07 ¢ 1000 accounts/getAccountsByType
16:04:07 [ 10082 storage/getExternalStorageState
16:04:07 B 10082 internet/getConnectioninfo
16:04:07 [ @ 10082 network/getConnectioninfo
16:04:07 [ © 10082 phone/getDeviceld

16:03:29 B 10023 phone/getNetwarkCountrylso
16:03:29 B 10023 phone/getSimCountrylso
16:03:29 B 10023 phone/getNetworkOperatorName
16:03:29 & 10023 location/getNeighboringCellinfo
16:03:29 B 10023 phone/getNetworkOperator
16:03:29 & 10023 phone/getSimOperator

16:03:29 & 10023 phone/getNetworkType

16:03:26 & 10023 location/getCellLocation
16:03:26 | 10074 system/queryintentActivities
16:00:14 & 10023 sensors/getSensorList

16:59:58 @ 10077 shell/su

15:50:58 @8 10077 view/getUserAgentString

B 7 XPrivacy Usage

4k 73 # PrivacyProvider ] query pRi%. HARES 4R -

1. public Cursor query(Uri uri, String[] projection, String selection, String[] selectionArgs, String

sortOrder) {

2. if (sUriMatcher.match(uri) == TYPE_RESTRICTION && selectionArgs != null &&

selectionArgs.length >= 2) {

3. // Get arguments

4. final String restrictionName

5o final int uid = Integer.parselnt(selectionArgs[0]);

6. boolean usage = Boolean.parseBoolean(selectionArgs[1]);
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10.

11.

12.

final String methodName = (selectionArgs.length >= 3 ? selectionArgs[2] : null);

return queryRestrictions(uid, restrictionName, methodName, usage);

throw new IllegalArgumentException(uri.toString());

% 4 47 3K B restrictionName , XF T~ XSmsManager ' ®] hook [ B& %, H H
"calling"(getAllMessagesFromlce 1] restrictionName {E 4"messages”). % 5 17 3RHLIA & 1)

uid.

% 6 173KHL usage fH, MALA true. 5 7 473KEL hook BREIZFK. % 8 47AH

queryRestirctions pR%, AL

1.

10.

11.

12.

13.

14.

15.

16.

17.

private Cursor queryRestrictions(final int uid, final String restrictionName, final String

methodName, boolean usage) {

MatrixCursor cursor = new MatrixCursor(new String[] { COL_UID, COL_RESTRICTION, COL_METHOD,

COL_RESTRICTED });

// Build restriction list

listRestrictionName = new ArraylList<String>();

listRestrictionName.add(restrictionName);

SharedPreferences prefs = getContext().getSharedPreferences(PREF_RESTRICTION + "." + uid,

Context.MODE_WORLD_READABLE);

// Process restrictions

boolean restricted = false;

for (String eRestrictionName : listRestrictionName) {

boolean eRestricted = getRestricted(eRestrictionName, methodName, prefs);

cursor.addRow(new Object[] { uid, eRestrictionName, methodName,

Boolean.toString(eRestricted) });

restricted = restricted || eRestricted;

// Update usage data
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18. if (usage && restrictionName != null && methodName != null) {

19. final boolean isRestricted = restricted;

20. mExecutor.execute(new Runnable() {

21. public void run() {

22. long timeStamp = new Date().getTime();

23. updateUsage(uid, restrictionName, methodName, isRestricted, timeStamp);
24. }

25. s

26. }

27. }

% 8 A7 3k WL SharedPreferences sk il , o oxf MO 3¢ fF OB 42N
/data/data/biz.bokhorst.xprivacy/shared_perfs/biz.bokhorst.xprivacy.provider.<uid>.xml . 1% 3 {477
fift VAT RSN R, T ESEAT hook [FpR%, #&=an Bk 74t 10051.xml. 13 471
i getRestricted(String restrictionName, String methodName, SharedPreferences prefs), 1% %1
(LI

1. private static boolean getRestricted(String restrictionName, String methodName, SharedPreferences

prefs) {
2. // Check for restriction
3. boolean restricted = prefs.getBoolean(getRestrictionPref(restrictionName), false);
4. // Check for exception
5. if (restricted && methodName != null)
6. if (prefs.getBoolean(getExceptionPref(restrictionName, methodName), false))
7. restricted = false;
8. return restricted;
9 ¥

% 3 AT B 4 U H getRestrictionPref BR %, HE AT T FF B R Ak, R K
fL1"Restricted.<restrictionName>"f) 745 &, %~ SmsManager 3¢, iz[d|"Restricted.calling”. f
%1 | SharedPreferences ] getBoolean 77 7% 311X boolean {H . 2 6 47 3= B2 H W & 754 151 4
B, WEE ER 2 BTN UL ZE R4 category T HERRTE hook Bz AMKITE I, #% )5 ik [al
restricted {5 .

[5] 3] queryRestrictions &%, 18-24 175 ¥4 hook & &8 FHE L, A 75 L5

15




HI iR 1)+ usage.* xml 3244,

[7] 21| PrivacyManager 511 getRestricted(final XHook hook, Context context, int uid, String
restrictionName,String methodName, boolean usage, boolean useCache) %', 29-33 174 75 %
hook B8 %1115 HAE N %I cache 1, Fi% (7] restricted 1 .

[m] 2l SmsManager 511 before B%iH, RIEHATER 75471, # % E 1 hook sendTextMessage
SERREL EE 34TIR [ true, #EEPATE 417, BPATE L EN null.

SmsManager 251 ) after pR%i%T %} getAllMessagesFromlice, K #h AT 45 &% B N A1)
ArrayList, iXFEi 1% getAllMessagesFromlce FIFE Rt LIRS R HIEMEE R T .

& X SmsManager 2511 hook #:fFE, FHAMSRMEAERAEIE AL, AN—FEh 7y 2
before FI after PR &AL EE, 4 D4R LAk 5> 4. XPrivacy 257 ) handleLoadPackage 2
FEF NG AT hook FUALIE, JEAR RS RI1Z AN initZygote ¥ AL FH I AAH [F] o

XPrivacy H1 X} 7% hook HIeR %y EM I A2 WK 8 Fim; XSmsManager H before bR E(3MAT
HFREME 9 FiR.

XposedBridge XPrivacy XC_MethodHook

[
|
|
|
e

1: lpadModules
2! lpadModule

3: initZygote

|
|

!

|

|

|

|

!

|

|

|

|

!

|

|
-
|

L
:| 4: hookAll(List)
5: hook(XHook)

&: hook(XHook, ClassLoader)

7: XC_MethodHook
8: hookMethod ’t]
|
|
|
|

e *

& 8 initZygote iL 7% hook &8 Ky M fL
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.séli.(’éin'wlsﬁﬂariager’: smmunily Editian [not far commencial Usa]
XSmsManager XHook PrivacyManager PrivacyProvider MethodHookParam

1: isRestricte dMethodHookParam)

I g

2: isRestricted{MethodHook Param, Sting)

3: getRestricted

—

T

4 query

5: query Restrictions

6: get Restricted

T setResult

-

9  XSmsManager.before $147 i 72

Fff.PrivacyManager & static B4

PrivacyManager 2%+ 122-143 175 B T —~) static 3k, Java ' static e ()RS & 7524

AU RE AT, T IR AR AT A, AR IF

1.

10.

11.

12.

13.

14.

15.

static {

// Scan meta data

try {

String packageName = PrivacyManager.class.getPackage().getName();

File in = new File(Environment.getDataDirectory() + File.separator + "data" + File.separator

+ packageName + File.separator + "meta.xml");

Util.log(null, Log.INFO, "Reading meta=" + in.getAbsolutePath());

FileInputStream fis = null;

try {

fis = new FileInputStream(in);

XMLReader xmlReader = SAXParserFactory.newInstance().newSAXParser().getXMLReader();

MetaHandler metaHandler = new MetaHandler();

xmlReader.setContentHandler (metaHandler);

xmlReader.parse(new InputSource(fis));
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16.

VoL o

X BT ) 32 BEAE T 2 fi# M7 /data/data/biz.bokhorst.xprivacy/meta.xml SO I 2, fEA
#| PrivacyManager [f125%4°} LinkedHashMap 75 i 71 48 f mMethod . 25 5 47 SE451 4k, File X}
%, %A% v/data/data/biz.bokhorst.xprivacy/meta.xml. 10-13 471# F] XMLReader fi##f xml
A, ABFE XML S 247 MetaHandler. MetaHandler 2540 21

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

private static class MetaHandler extends DefaultHandler {

@0verride

public void startElement(String uri, String localName, String gName, Attributes attributes)

throws SAXException {

if (gName.equals("Meta"))

else if (gName.equals("Hook")) {

// Get meta data

String restrictionName = attributes.getValue("restriction");

String methodName = attributes.getValue("method");

String dangerous = attributes.getValue("dangerous");

String permissions = attributes.getValue("permissions");

int sdk = Integer.parselnt(attributes.getValue("sdk"));

// Add meta data

if (Build.VERSION.SDK_INT »>= sdk) {
boolean danger = (dangerous == null ? false : Boolean.parseBoolean(dangerous));
String[] permission = (permissions == null ? null : permissions.split(","));
MethodDescription md = new MethodDescription(methodName, danger, permission, sdk);
if (!mMethod.containsKey(restrictionName))

mMethod.put(restrictionName, new ArrayList<MethodDescription>());

if (!mMethod.get(restrictionName).contains(methodName))

mMethod.get(restrictionName).add(md);
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25. }

IRARALH ) startElement pR 373K EX restiction. method. dangerous. permissions LA & sdk )
18, HEHEIX L8(5 B s2l4k MethodDescription %%, Ff#% 4 4% A %] mMethod .

/data/data/biz.bokhorst.xprivacy/meta.xml SC {4 & Wifa A= sl We 2 XPrivacy & S T —4>
Content Provider, H[ PrivacyProvider %, 7Ei%Z5[] onCreate iRi%iH, <1 H writeMetaData %
Bk assets/meta.xml (445 N F)/data/data/biz.bokhorst.xprivacy/meta.xml #5452 .

19




