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. SonarQube &4

Sonarqube #fFfE—FiEAMRIGR S TR, RA B/S 284, # B A1k
B, oS A, REF R, @i, ATRLSCREE Java. C.
C++JavaScropt %5 Z Mg fEis & AP EEH 580, Sonar % /3K H] IDE 4
. Sonar-Scanner 1. ant FHLEA Maven fifE 7R, I HaBE A R Hr L]
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=. SonarQube 1§ Ffc & i) 5
(—) BearE% St
1. FEMZEE Java JDK:

SonarQube 75EE7E Java [ZERE FizdT. B, WEREEA %% Java JDK,
N FEE L FHM T, i§TEE, SonarQube B KE K JDK 11 PA_ERAS,

2. o B AR P

EFFEMEH 87, 85BN E — N R A7 SonarQube £0dE . WL
T2 MySQL B PostgreSQL.

() ZEEPE
1. F#k SonarQubeServer:

M SonarQube B 75 Mk C(https://www. sonarqube. org/downloads/) N#i&E
T IEWEAE RGRA, FHAgIEs AR IE B E 23 H F 4.

TEFF A 2/, 187 B B — N 22k A7 SonarQube 4 . & L%
Tji & MySQL 8% PostgreSQL. W VAZZ5E 5 A LA 1 fif dnfe] i B 504 28
DL PostgreSQL #id & A5«

(1) %3 PostgreSQL

B, BEEETENL B PostgreSQL £ HE%E . AT UIME HFMEE R
BWIF LB B A PostgreSQL.

(2) BB HHR B2

R, AE PostgreSQL AR — BT UK % H1 T SonarQube.. #&a] A H]
AT LR (F1hn psql) B¢ pgAdmin 55 KL S8 B T AR SE R #RAE. BLR
i AT AT THEAIE# 4N “sonarqube” FIEHE (17~ 151 iy 4«



createdb sonarqube

(3) Az A

B NK, A SonarQube GEE—ANE AP, H¥ H - ECL B O A 12
DL 2 A8 o 247 TR A 4 N sonarqube ” 7 H244 HAZ ALV 7]“ sonarqube ™
B s i 4
createuser sonarqube
psql sonarqube

grant all privileges on database sonarqube to sonarqube;

W pgAdmin 4 = m] X

File Object Tools Help

Browser § m ® Q >_ Dashboard Properties SQL Statistics Dependencies Dependents Processes

v & Servers (1) 1 -- Database: sonar
v & PostgresaL 15 2
+ = Databases (2) 3 DROP DATABASE IF EXISTS sonar;
4
= t
2 = POSIORS 5 CREATE DATABASE sonar
v = sonar 6 WITH
> B casts 7 OWNER = sonar
> ¥ Catalogs 8 ENCODING = 'UTF8'
> [ Event Triggers 9 LC_COLLATE = ‘(_Ziwmese FS""PL!' ngd)_C_hmd.936'
B £xt 10 LC_CTYPE = 'Chinese (Simplified)_China.936'
> W Extenslons 11 TABLESPACE = pg_default
> & Foreign Data Wrappers 12 CONNECTION LIMIT = -1
> Languages 13 IS_TEMPLATE = False;

> ' Publications

> 9 Schemas

» ") Subscriptions
> 4 Login/Group Roles
> Tablespaces

B LA

&4 SonarQube At B A
2| SonarQube B E A, EHALBILLT BT 204



# OB R urd
sonar. jdbc. url=jdbc:postgresql://localhost/sonarqube
# HAREH P4

sonar. jdbc. username=sonarqube
# B R

sonar. jdbc. password=your_ password

R K “your_password” &SP .

. e S

# TMPORTANT:

# This file will ®not* be reloaded upon hitting the "Restart” button in the UI, or using the
# apifsystem/restart endpoint.

# In order for any change made to this file to be taken inteo account, you must perform a full
# restart of the main sonargube service,

sonar. jdbe .url=jdbec rpostgresql: //localhost/sonar?currentSchema=public
sonar.host.url=http://localhost: 9008/ sonarqube

sonar. jdbc.username=sonar

sonar. jdbc.password=cyw132412

sonar. login=admin

sonar. password=admin

# Property values can:

# - be overridden by environment variables, The name of the corresponding environment variable is the

# upper-cased name of the property where all the dot ('.") and dash ('-") characters are replaced by

# underscores ('_"). For example, to override 'sonar.web.systemPasscode® use "SONAR_WEB_SYSTEMPASSCODE'.

# - be encrypted. See https://docs.sonargube.org/latest/instance-administration/security/#settings-encryption
el e T e e e

# DATABASE

#

# IMPORTANT:

# - The embedded H2 database is used by default. It is recommended for tests but not for

# production use. Supported databases are Oracle, PostgresQL and Microsoft sQLServer.

# - Changes to database connection URL (sonar.jdbc.url) can affect SonarSource licensed products.

B 2.5 ST Bl A

3. EJ2 SonarQube:

e ERB G, HJH SonarQube UG IEIE R T I

(=) B3

1. JB33h SonarQube Server:

NG bin H3, FFLLVE PR G B4 J5 ) sonar. sh (Linux / mac0S)

&, sonar. bat (Windows) 4. 7EEshidfErd, #5668 SoanFe e dm H k4
57 SonarQube Server J53l. 1HVERE, XAJREFEE L8 A TE] o
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tackTraceInFastThrow --add-ope java.b
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HeapDumpOnOutOfMemoryErr

) the maintaine
e removed in a future
INFO dulerImpl] Proc
INFO
va -Djava.awt.headl
D --add-open

h=ALL-UNNAMED --add-opens=ja
ALL-UNNAMED -Dcom.redha

::1] -ep ./lib/s
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ted method in ja

55466
this to

r)

maintainer

moved in a fut
dulerImpl] Pro [ce
a.SchedulerImpl] SonarQube i

INFO

INFO applllo

AMED ——add-opens=java.base/sun.
add-opens=jdk.management/com.sun.management.internal=ALL

app[lle.s.a.ProcessLauncherImpl] Launch p
ding=UTF-

AMED --add-opens
fjdk.internal.r
ALL-UNNAMED --add-opens=]
—UNNAMED -Dcom.redhat
[Ess

Hosts=1 lhost|127.

1.jar org.sonar.server.app.WebSer

:/sonarqube-9.9.90

8 -D

jdk.internal.re
~UNNAMED -—add 2 ] .b

Error -Dhttp.nonProxyHosts=1«
tgresql\postgresql-t

been cal
been called by org.sonar.

process.PluginSecurityManager (file

operational

K 3. B2 A B SE A

2. BRI E

e, SCPER E I INE AR
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o
| =
T
wENE B 5% Zamr 5e
E  masieumN, (emrcsESER, 86158 RIFRSEEE(U)
| Wssm, aNEEUE, P, MRS HEREORE AN C N
CLION_VM_OPTIONS
¢ DATAGRIP_VM_OPTIONS
DATASPELL VM_OPTIONS
| DEVECOSTUDIO_VM_OPTI...
b BEEEETH GATEWAY_VM_OPTIONS
SREECESNSEEE GOLAND VM_OPTIONS
4 = 1 i
i
4 Ewasks BSEER(S)
d B, FAMISEEE =R
4 (839
o
' PATHEXT
| PROCESSOR_ARCHITECTURE
)| T | PROCESSOR IDENTIFIER
PROCESSOR_LEVEL
N PROCESSOR_REVISION
a W i
=
|
F
g
¢ oy

=

Diyjetbra\wmoptions\appcode.vmoptions
Da\jetbraywmoy s\clion.vmoptions
Dijetbra\wvmoptions\datagrip.vmoptions
Dijetbra\vmoptionsidataspell vmoptions
Dajetbrawmoptionsidevecostudio.vmoptions
Dijetbra\vmaoptions\gateway.vmoptions
D:\jetbra\wmoptions\goland vmoptions

FR(N)...

BE(E... HEH(D)

&

Windows NT

D:\sonar-scanner-4. B856-windows\bin; C:\Program Files\Co...
COM; EXE.BAT;.CMD;.VBS; VBE, JS; JSE, WSF, WSH; MSC
AMDe4

Intel54 Family 6 Model 140 Stepping 1, Genuinelntel

6

8c0l

FTER(W)... (... Rk

WE B

Windows Feature Experience Pack 1000.22639.1000.0
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I v W= Wi g A S SE =y

IR “PNRAERE” THIRBATFACHS A BIEE AT 34, TRUOREL “/NRAESE” 2
FRARRS 26 56 7 284S 5 ST I GRAR T IR ANE L 4 5 vy L AR HO R E M2 5655
an “modle” HJ5k “note” KR REFPACAS, W] LUAILIZACHS B AT LA DL s

® :f 35517

@ private boolean inRangeOfView(View view, MotionEvent ev) {
int [Jlocation = new int[2];
view.getlLocationOnScreen(location);
int x = location[8];
int y = location[1];
if (ev.getX() < x

Il ev.getX() > (x + view.getWidth())

|l ev.getY() <y

|| ev.getY() > (y + view.getHeight())) {
return false;//w Eiizai B g i

}

return true;
P 5. fias e sl i 4 15 )

X BEIGEHAE R T —A if AIWnE A Rl s i BYE R, ORI SRR
%, XBE KO ESAERE ] switch—case AT AN, HXEEH if iEA)
TEARE IEBA R B b 2 AR B, RIE T RIS AIE T4 574

® f 431 17



ilel@ public void onClick(View v) {
int id = v.getId();
if (id == R.id.btn_set_bg_color) {
mNoteBgColorSelector.setVisibility(View.VISIBLE);
findViewById(sBgSelectorSelectionMap.get(mWorkingNote.getBgColorId())).setVisibility(
- View.VISIBLE);
} else if (sBgSelectorBtnsMap.containsKey(id)) {

findViewById(sBgSelectorSelectionMap.get(mWorkingNote.getBgColorId())).setVisibility(
View.GONE) ;

mWorkingNote.setBgColorId(sBgSelectorBtnsMap.get(id));

mNoteBgColorSelector.setVisibility(View.GONE);

} else if (sFontSizeBtnsMap.containsKey(id)) {
findViewById(sFontSelectorSelectionMap.get(mFontSizelId)).setVisibility(View.B6ONE);
mFontSizeld = sFontSizeBtnsMap.get(id);
mSharedPrefs.edit().putInt (PREFERENCE_FONT_SIZE, mFontSizeId).commit();
findViewById(sFontSelectorSelectionMap.get(mFontSizeld)).setVisibility(View.VISIBLE);

447 if (mWorkingNote.getCheckListMode() == TextNote.MODE_CHECK_LIST) {

getWorkingText();
switchTolListMode (mWiorkingNote.getContent());

} else {
mNoteEditor.setTextAppearance( context: this,

TextAppearanceResources.getTexAppearanceResource(mFontSizeld));
}
mFontSizeSelector.setVisibility(View.GONE);

K o 1 A7 e B

REGSERTHEMT, KT if-else if i), S THMAMLES . (EH 7 HEM
WS, SN AR R AT E AT AT 4R . R T View [ setVisibility Jf
P, SEILT RO R RN FIRE, B TR PR

i/l T SharedPreferences RAFf# 7 BeE, ORIUE 1T IS R IRITIT LA I
REWSE B Z AR E
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private View mHeadViewPanel;
/.‘l -{: ||-‘;J--_I"|II_; - |:‘ \' i

8 usages

s i

MifEmHeadViewPanel., ff7c:LaiiefE

private View mNoteBgColorSelector;
L[IREE—FmiEfEmNoteBgColorSelector. Mf&ra i
8 usages

private View mFontSizeSelector;

S/ R E e fEmFontSizeSelector. ffEiE FiEpyiefE
11 usages

private EditText mNoteEditor;

[/ AR, A E

3 usages

private View mNoteEditorPanel;

[/ BEGIE—RmfEmNoteEditorPanel, X ASFNEHIHT
J/private WorkingNote mWorkingNote;

59 usages

public WorkingNote mWorkingNote;

L/t fWorkingNote #1441

3 usages

private SharedPreferences mSharedPrefs;
[/ # G {tSharedPreferences oU40HE e 7

/L ERI R FERE FXML i fEkey-value @ EXT 8 17
11 usages

private int mFontSizeld;
[ TR EFEIEaI A D

B 7 42 ) 5 T DD BEAR A5 ) RE XL

ZBAD B IR BB IR PR SE DI REAR RS . A N
EORIE 1 5 SEACRS AR E I F Hagb 1 A A

® 487 17:



 al

public boolean onPrepareOptionsMenu(Menu menu) {

if (isFinishing()) {
return true;
H
clearSettingState();
menu.clear();
if (mWorkingNote.getFolderId() == Notes.ID_CALL_RECORD_FOLDER) {
getMenuInflater().inflate(R.menu.call_note_edit, menu);
} else {
getMenuInflater().inflate(R.menu.note_edit, menu);
}
if (mWorkingNote.getChecklListMode() == TextNote.MODE_CHECK_LIST) {
menu.findItem(R.id.menv_1list_mode).setTitle("Leave check list");
} else {
menu.findItem(R.id.menu_list_mode).setTitle("Enter check 1ist");
}
if (mWorkingNote.hasClockAlert()) {
menu.findItem(R.id.menv_alert).setVisible(false);
} else {
menu.findItem(R.id.menu_delete_remind).setVisible(false);
}

return true;

] 8. PRI B B

1 isFinishing O (AN, BEHAE Activity DEGIRIHEPATERAE, BN
TSP, R clearSettingState () &R T Z i Al REAZAE IR BARAS,
G TIRETRAL: menu. clear OVSFR 1 Z BT A BEAFAE IS AT, T b 1 S FALI B
o MR mWorkingNote FPRZSIEFEAFI AT, S 7 ARSI T LA -

(L

(B B AL AT 2T IR A AR M A7 AE — S PN R 2 4L, BARR I

BN SCARBATRSS, A0 RSN R SO SRR 745 B ARVER T

697 1T

@

private void switchTolListMode(String text) {
mEditTextList.removeAllViews();
String[] items = text.split( regex: "\n");

int index = 0;

for (String item : items) {

}

if(!TextUtils.isEmpty(item)) {
mEditTextList.addView(getlListItem(item, index));
index++;

3

mEditTextList.addView(getListItem( item: ""  index));

mEditTextList.getChildAt(index).findViewById(R.id.et_edit_text).requestFocus();

mNoteEditor.setVisibility(View.G60NE);
mEditTextList.setVisibility(View.VISIBLE);

P 9.5 & il B BARHS 20 B
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SRR T View #ATE SRS, WRELRNSFBOEHTL. A
T View FOECEIEATIRG], WIARBINE T View MR 2 & B IR Wk i
Bto BOAXATRMEATIAL, TTRE S S BT SR 5 S L RE

Ti. ] SonarQube #E4T B30 #T
— e, AR R ZE R, AT DOREAR ARG s A ] 3 A
AR NGk 73
® Blocker: FEFEE R, A T REIG RGN L A BRI D RE %
%, HCUnBEAEA i)
® Critical: MHFRERSE, FREAEIEFITREFIZAT AR EE 2 26k
B
® \lMajor: MHEFREE—MK, WHETERS X E IR A 5642
® \Minor: MHEFRERIK, fE—ERE LGP RAE,
® Info: JEFERERAR, KEZ ML EDHTHAEIE H i — Lok fn g
W
F Android Studio Hf#i ] SonarQube it AT INEAE FHEAT /0 M. BT Hr,
SonarQube T H JRWH & “/INREZ” TR ARSI RS W T

(in}] R - 1 X | B GSORBRBREWSARE X u)
< C @ @ 127.00.1:9000/project/issues?id=dyq1&resolved=false s @ @ .
© There's an update available for your SonarQube instance. Please update to make sure you benefit from the latest security and bug fixes. | Learn More x o}
l - -l ¢
B dyq ¢ F man © ©  Lastanalysis of this Branch had 2 wamings june 5, 2023 at 9:09 PM Version not provided € =
2
Overview Issues  Security Hotspots ~ Measures  Code  Activity Project Settings » 2= Project Information
i o
My Issues. (m] 1, 11305 issues 3d 5h effort
L =
Filters
B srcldat w
ey -y This file “Contact ava” should be located in “netimicodelnotesdata" directory, not in "E:MINOTESlsrcldata” 2monthsago~ L17 % Y
@ Code Smell » @ Critical » O Open~ Notassigned v 5min effort Comment @ pitfall » t
v Type
S o Add a private constructor to hide the im 3 1monthago~ 128 % Y~
ug
@ Code Smell» @ Major~ O Open v Notassigned v Smin effort. Comment @ design
& Vulnerabilty 0
® Code Smell 295 Replace the type specification in this constructor call with the diamond operator ("<>").(sonarjava source notset. . 2monthsago~ L4t % Y~
(] Assuming7 or greater)
v Severity @ Code Smell» © Minor= O Open~ Notassigned~ 1min effort Comment W clumsy ¥
O Bocker 3 Minor 161 B sndaiiclesiava
© Cical 86 © info . " B : 2 "
This file "Notes java” should be located in "nefimicodelnotesidata” directory, not in “E:MINOTES|srcidata®. 2monthsago v L17 % VW~
@ Major 42 ~ @ Code Smell» @ Critical v+ O Open > Not assigned ~ Smin effort Comment @ pitfall =
> Scope " z S
) Add a private constructor to hids the implicit public one. 2monthsago v L50 % W~
> Resolution ~ @ Code Smell > @ Major» O Open v Notassigned v 5min effort Comment ® design
> Status z T 8
Define a constant instead of duplicating this literal "content:/I" 4 times. 2monthsago > 158 % Y
> Security Category ~ @ Code Smell+ @ Ciitical > O Open ~ Not assigned + 10min effort Comment ® design -
5y
Creation Date
> Move constants defined in this interfaces to another class or enum. 2monthsago v 165 % Y & .
> Language +  ®CodeSmellv @ Criical v O Open v Notassigned v 10min effort Comment @ bad-pracice v 42

K 10. SonarQube 43 #7455



FE N KAT AT VARG F, JRE A 17 NSO 131 AR, Horp,
Blocker fEEFEL M @A 3 s Critical MEEHFEE @A 86 1~ Major /&

EAE L AT 42 s

IXTACTS A AE ) o &= n) @R A TV M Ge i, X BN Blockers Critical

F Major [ in] AT E— 179 H7
1. ™EREE: Blocker

@ src/gtask/remote/GTaskClient java

Use try-with-resources or close this "BufferedReader” in a "finally" clause.
ﬁ’v Bug * @ Blocker~ (O Open~ Not assigned * 5min effort Comment

2monthsago v 1344 % T~

W cert, cwe, denial-of-service, leak »

Kl 11. 535 #r 45 J-Blocker 282

VA HZ: src/gtask/remote/GTaskClient. java £ E: 309-324 1T

try {
InputStreamReader isr = new InputStreamReader(input);

BufferedReader br = new BufferedReader(isr);
StringBuilder sb = new StringBuilder();

while (true) {
String buff = br.readlLine();
if (buff == null) {
return sb.toString();

b3
sb = sb.append(buff);
+
} finally {

input.close();
i

K 12.Blocker 2 Z LS

FLARR L R RE L OC A B JR0R S Bt e, X R R B e AR, 28R

A RE A MR 7 B N T 855
C

SEIR Closeable BN HMZIET AutoCloseable M. .

SCAF A AR S

TEEH G R E R M. thah, WAFE finally AT IZCHTAR, &SR

RePHIERA . i, 285080 AutoCloseable B, NfHFH “iat

GBI, IR B3I

2. JZEFME: Critical

FHBIR” i



|__§| src/uifAlarmAlertActivity. java

This file "AlarmAlertActivity.java” should be located in ™r icodel i dil Y, not in "EX\MINO TE S\src\ui”. 2monthsago ¥ L17 % T+

@ Code Smell v @ Critical ¥ O Open > Not assigned » 5min effort Comment W pitfall ~

K 13. 8 314 #7145 R -Critical 257

H3%: src/ui/AlarmAlertActivity. java fiE: 17 4T

package net.micode.notes.ui;

import hndroid.app.hctivity;

import android.app.AlertDialog;

import android.content.Context;

import android.content.DialogInterface;

import android.content.DialoglInterface.OnClicklListener;

& 14.Critical F2J% L5

HARI R 8B AE AR A R AN BT S5 00 e 45 R i S e v g AR
M g, HAEBATIN 2 SRR . G, FomPFENELLE org/foo. bar HHIH
FEHIN org. foo. bar IANAY, (HIEHNEAH 6 LR G 45 M #3831 S ok
H, PIHERIRAL T org/foo/bar SCAFJr . [KIt, foo. bar AN YR IR SC
A FR .

3. EERE: Major

@ src/model/WorkingNote_java

Merge this if stat nt with the ing one. 1monthagow L192 % Y~

@ Code Smell > @ Major v © Open v Notassigned v 5min effort Comment W clumsy v

Kl 15. 8 3h 4 #7145 R -Major Z5 7

H%: src/model/WorkingNote. java {7 E: 190-199 1T

£ usaycs
public synchronized boolean saveNote() {
if (isWorthSaving()) {
if (lexistInDatabase()) {
if ((mNoteId = Note.getNewNoteId(mContext, mFolderId)) == 8) {
Log.e(TAG, msg: "Create new note fail with id:" + mNoteld);
return false;

}

mNote.syncNote(mContext, mNoteld);

& 16. Major F&E(LHT



HARRE: SIFfir &R if R m e i Sk, @uUEdoiiun T

if (file != null) {
if (file.isFile() || file.isDirectory()) {
(bl
¥
1

Kl 17. AEekr

BN

if (file != null &% isFileOrDirectory(file)) {

b ien

1

private static boolean isFileOrDirectory(File file) {
return file.isFile() || file.isDirectory();

}

K 18. BXUs



