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hash_object = hashes.Hash(hashes.SHA256(), backend=default_backend())
hash_object.update(message)
hash_value = hash_object.finalize()

signature = private_key.sign(
hash_value,
padding.PSS(
mgf=padding.MGF1(hashes.SHA256()),
salt_length=padding.PSS.MAX_LENGTH
),
utils.Prehashed(hashes.SHA256())
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# {5 FB AR AR E S S AR IS IR
symmetric_key = private_key.decrypt(
encrypted symmetric key,
padding.0AEP(
mgf=padding.MGF1l{algorithm=hashes.SHA256()},
algorithm=hashes.SHA256(),
label=HNone
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def decrypt_flle(encpypted_file_path, key):
with open(encrypted_file_path, 'rb') as encrypted_file:
ciphertext = encrypted_file.read()

cipher_suite = Fernet(key)
plaintext = cipher_svite.decrypt(ciphertext)

decrypted_file_path = encrypted_file_path.replace('.encrypted', '_decrypted.txt')
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B2 A2 BRI SR S R I B A A AT I E, B ORAE T B AR AR
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hash_object = hashes.Hash(hashes.SHA256(), backend=default_backend())
hash_object.update(decrypted_message)
hash_value = hash_object.finalize()
signature_path = os.path.join(current_directory, 'signature.txt')
with open(signature_path, 'rb') as file:
signature = file.read()
try:
public_key.verify(
signature,
hash_value,
padding.PSS(
mgf=padding.MGF1(hashes.SHA256()),
salt_length=padding.PSS.MAX_LENGTH
),
utils.Prehashed(hashes.SHA2546())
)
print ("FIFERBATRII ")
except Exception as e:

print (fF"#FERRATEN: {e}")
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2.2.9 TCP f&h%ki

XA RIET
# gIB— zIP XfF

with zipfile.ZipFile(output_zip_path, 'w') as zip_file:
# F30i . extFhnlzIes e

zip_file.write(file_path, arcname='file.txt.encrypted")

# FARIATHFINR ZIPSI

zip_file.write(Apub_key_path, arcname="A_public.txt')

# 1 INEREIRIFFE AR INE ZIP

zip_file.write(encrypted_key_path, arcname='encrypted_symmetric_key.bin")

# FHFERFME| ZIP P
zip_file.write(signature_path, arcname='signature.txt')
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7] ZIP SCAEH BN ISR N WSO, Hde e SCHRLE Z1P I AFR, ORAE SRR N
output_zip paths.
# BEFuREIEIRSES

with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as client_socket:
client_socket.connect((HOST, PORT))

# EERE RO
with open({output_zip_path, 'rb') as file:
file data = file.read()

# BIRITIHEE
client_socket.sendall(file_data)

print ("3 HEEETRET)
K 2-8 KX
AL N,
7 socket MR, WRIWLEM ip ﬂﬁhﬁﬂlﬂﬁDLT%?UTE:%E’JE&R%&i@iJHDJﬁD S
Ja¥T 48 %€ zip, 1#H client socket. sendall ¥ AR 1T socket 7/{%?/\%#
7o

def receive_Bpubkey(HOST,PORT):
# B socketi{H
with socket.socket(socket.AF_INET, socket.SOCK_STREAM) as server_socket:
# 4 IPHTRC
sarver_socket.bind((HOST, PORT))
# TTRMRE A A

sarver_socket.listen()

print(fEHFEFREE...")
conn, addr = server_socket.accept() # BEEFRREE
print(f"E&EE: {addr}™)

with conn:
# ME PR R
file_data = conn.recv(1824) # [RE/MEWEEEE | H1824FT
with open('B_public.txt', 'wb') as file:
while file data:
file.write(file data)
file data = conn.recv(1824)

print ("X tHEWFERE")
Kl 2-9 il
e B KA
B socket XTR, I ER) ip shbASE AT T, S5 5 — T KIEEL
&, BT ROEEAE R, 14 1024 TS5 N B_public. txt SCAF{RAF

AR |

# JCHREE
Bpubkey_path = os.path.join(current_directory, 'B_public.txt')

# FEFmEERSEE
with socket.socket({socket.AF_INET, socket.SOCK_STREAM) as client_socket:
client_socket.connect((HOST, PORT)})

# EERE S At
with open(Bpubkey_path, 'rb') as file:

| file data = file.read|()

# BiEs R
client_socket.sendall(file_data)

print ("3C{FEESRE")
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# g|@E—socketiF
with socket.socket(socket.AF_IMET, socket.S0OCK _STREAM) as server socket:
# SIE 1PN
server_socket.bind((HOST, PORT))

# PR TS A

server_socket.listen()

print(f"FFEFmEE...")
conn, addr = server socket.accept() # ETEFRILEE
print ("2 {addr}")
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H/eHH os. path. abspath(_ file ) FVEIRHCHATSCAFRI4EXT 815, FHiEd iz 4ax)
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FE IR AE NERAE R, JFArs P K EiERE, — B AR P umiEsE, &kHE-—4
BT conn AL P um bk addr.

with conn:
# ME P EE
encrypted_data_path = os.path.join{current_directory, ‘encrypted_data.zip')
with open(encrypted data path, "wh')} as file:
while True:
file data = conn.recv(1824)
if not file_data:
break
file.write(file_data)

print("ICHHENRTERR")
# RS 1P i

ocutput_folder = os.path.join{current_directory)
os.makedirs(output_folder, exist_ok=True)
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[BRHE] XHR2ER
https://docs.qg.com/doc
/DRIhVTOVUQXZYckS5X?scene=
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WEFr1

K 4-2 BIRidk 2

B wsn SEO WEY SNN KRBO SMR B TED VeSS EOW) EEH)  mainpy A private publicpy

LREHER (8) [~ A private_public.py

ﬂgﬂ mE - D = T & — A manpy = A_private_public.py

W YRS (8) [REIUHER ()] C\Users) import os
= A_private.txt 2 from Crypto.PublicKey import RSA
@ A _private_public.py 3
= A public.txt 4 def A_key():

= B private.txt -
= B_private_public.py

& B_public.txt

= decrypt_ciphertext.py

#
key = RSA.generate(2048)

= decrypt_symmetric_key.key #
= digital_signature.py E private_key = key.export_key()
= encrypt_decrypt_key.py i public_key = key.publickey().export_key()
= encrypt_message.py 11
- encrypted_data.zip 12 # ISR T
2 encrypted_symmetric_key.bin 13 current_directory = os.path.dirname(__file__)
= file.txt 4
2 file.txt.encrypted :,_ s TH
= file.txt_decrypted.bet . . L. . .
1 private_file_path = os.path.join(current_directory, 'A_private.txt')

= main.py

4 signature.txt 1 with open(private_file_path, 'wb') as private_file:
2 symmetric_key.key 1 private_file.write(private_key)

@ tcp_client.py &

= tep_server.py 2 # {RAF LI CHHATEFIED
= Ui_untitled.py 21 public_file_path = os.path.join(current_directory, 'A_public.txt')
e untitled.ui 22 with open(public_file_path, 'wb') as public_file:
= verify_digital_signature.py 23 public_file.write(public_key)
> Il HhaReE

> Vo ERERESE
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(3) RGLRH T socket MEHRGIEE ML iER:, M T PyQts FESZHL T UT FH1H
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